
Fraud in an open, digital 
payments landscape



Fraud not only causes financial loss; it can significantly 
affect brand reputation and drive customer attrition. 
As a result, financial institutions need to make strategic 
investments in fraud control capabilities. Robust and 
sophisticated fraud prevention plays a key role in 
countering fraudsters and protecting consumers.

Payment service providers need to mitigate fraud risk, 
analyse each transaction in real time and monitor fraud 
across all their channels. Even though each channel 
has specific characteristics and fraud risks, there is a lot 
of benefit in managing fraud detection and prevention 
across all channels. 

Beyond a traditional rules engine
Machine learning plays a crucial role in modern 
fraud prevention solutions such as SmartVista fraud 
management. It offers the speed, efficiency and scalability 
required to combat fraud in an online, hyper-connected 
world. Through machine learning, it is possible to identify 
fraudulent transactions while at the same time reducing 
the number of false positives. Machines are designed to 
process vast amounts of data more accurately and faster 
than humans and can detect and recognise patterns in a 
user’s purchasing journey in much more detail than can 
be captured through rules-based processes.
 
Computing power has become much more affordable 
and machine learning algorithms have improved 
significantly. As a result, fraud detection rates have 
improved dramatically and AI-based fraud detection 
solutions are finally meeting organisations’ scaling and 
performance requirements. Implementing AI is not only 
about mitigating fraud risk more effectively - it also 
drastically reduces false alerts, thus limiting customer 
impact. It produces greater insights into fraudulent activity 
and reduces the dependency on human fraud expert 
skills,allowing fraud teams to improve their decision-
making processes and reducing the risk of human error.

More than financial lossFraud in an open, digital 
payments landscape

Financial institutions are constantly evolving by adding new 
payment methods or new channels through which customers 
can access their services. While customers welcome access 
to more payment options and the ability to use the most 
convenient channel, this also creates new possibilities for 
fraudsters. Financial institutions need to take a holistic 
approach to tackling fraud, because omnichannel commerce 
means omnichannel fraud.
 
The payments industry works collaboratively to combat fraud. 
However, fraudsters are also getting more organised and 
their attacks are increasingly targeted and sophisticated. As 
the payments ecosystem becomes more complex, this also 
creates an opportunity for fraudsters to evolve and explore 
new fraud options. 

As we move closer to a cashless society, the number of 
entry routes and potential security vulnerabilities in digital 
banking systems increases. Fraudsters are not only exploiting 
technical weaknesses -tactics such as social engineering 
(where fraudsters impersonate trusted individuals) are being 
used to steal personal information in order to gain access to 
banking and commerce platforms.

In addition, as the volume of online purchases grows so does 
the likelihood of so-called ‘friendly fraud’, where consumers 
make an online purchase and then request a chargeback even 
though the goods or services were received.



It also provides enterprise-wide 
multichannel and omnichannel fraud 
monitoring for all types of payment 
methods. It simultaneously interfaces 
with multiple systems including card 
switch, e-commerce, digital banking, 
back-office, instant payment, and 
merchant management. The analytics 
tool includes a robust business-driven 
rules engine for transaction scoring and 
applies machine learning techniques for 
fraud analytics and modelling. 

A dashboard gives an operator real 
time insights into key statistics. When 
transactions are identified as fraudulent, 
the system operator can use the 
enterprise case management capability 
to handle these fraud cases. SmartVista 
fraud management supports alerts 
generation through multiple channels, 
including SMS or e-mail and additional 
channels such as WhatsApp are being 
added all the time.

Powerful and easy to use rules engine 
SmartVista fraud management comes 
with a powerful rules engine. Each 
transaction is validated against a set of 
user defined business rules, which can 
monitor hundreds of parameters ranging 
from simple checks such as transaction 
location to more sophisticated 
validations based on the customer’s 
historic transaction profile. Rules can 
be created at any level, from individual 
customer to customer segments, for 

channels, for groups of merchants or 
groups of ATMs. The outcome of each 
validation is a value indicating the risk 
level of the transaction. This risk scoring 
results in an action, which could be any 
of the following:

• Allow the transaction to go through 
• Put the transaction in a queue for   
 further investigation and suspend   
 it temporarily
• Alert stakeholders including the bank,  
 issuers, acquirers, and customers via  
 e-mail or SMS 
• Decline the suspicious transaction
• Block the card, account, terminal   
 or merchant if suspicious behaviour  
 is detected

These rules combine list checks, velocity, 
matrix and history checks, behaviour 
profiling and scoring from machine 
learning models, maximising the 
prevention of fraudulent transactions 
without producing high levels of false 
positives, to ensure customers can 
execute genuine transactions and allow 
the analytical models to be fine-tuned to 
specific business needs. 

SmartVista fraud management

BPC’s fraud management solution 
helps financial service providers 
prevent fraud across all channels, 
in real time. The solution provides 
real time transaction monitoring 
and allows performing statistics 
profiling on any level – channel, 
customer, card,  account, terminal, 
merchant or device.



• Using the blacklist, an institution can  
 fully or partially restrict the capability  
 of an entity to transact. 

• Any entity that is supported by SVFM  
 can be placed on a blacklist covering  
 (but not limited to) customers,   
 logins, cards, terminals, merchants  
 and accounts. 

• If an entity is on the blacklist, all   
 transactions associated with it will  
 be declined by SVFM with the user- 
 defined response code without   
 undergoing anti-fraud checks. 

• Using the whitelist, institutions can  
 configure SVFM to automatically   
 approve all transactions or specific  
 types of transactions associated with  
 a particular entity and prevent them  
 from being checked by the SVFM   
 fraud detection and prevention tools.

Streamlined case management
SmartVista fraud management’s 
automated transaction processing is 
supported by an intelligent workflow 
engine that assigns suspicious 
transactions to operators based 
on priorities. It allows high priority 
transactions to be placed at the top of 
the queue for immediate investigation 
and transactions from premium 
customers can be assigned to queues to 
be processed by dedicated operators.

Rule testing on historical data

SmartVista fraud management (SVFM) users can test a rule on historical 
data to validate its detection performance and make a data-driven decision 
about whether to deploy it in the production environment. This ensures that 
institutions do not run the risk of using untested rules that may adversely affect 
transaction processing. In addition, rules can be checked in near-online mode 
before they are used in online mode.
 



model without having to involve the 
vendor. SmartVista’s machine learning 
functionality is implemented as a service 
that is deployed separately.

The following functions are available: 

Managing datasets to train models: 
A dataset can be created for the specified 
time interval of historical transactions 
with filters to include only required types 
of transactions, for example e-commerce 
purchases only or transactions from 
specific institutions or channels. 

Building models: Building a model starts 
with selecting the appropriate dataset. 
The machine learning models are 
managed via a graphical user interface, 
while training and testing of the models 
are executed in SmartVista’s machine 
learning service. This allows the user to 
separate the model building process from 
online transaction analysis. 

Use machine learning model for 
transaction scoring: A machine learning 
model can be used for transaction 
scoring once it is trained. An activation 
threshold is specified for each transaction 
scoring model. The platform offers a 
simplified threshold configuration and 
it visualises the model’s ROC (receiver 
operating characteristic) curve and 
defines the TPR (true positive rate) and 
FPR (fails positive rate) based on the 
efficiency of the model’s threshold.

Machine learning for behavioural 
modelling
SmartVista fraud management is also 
equipped with tools for behavioural 
modelling using machine learning. In 
cases where not all the relevant data is 
available to build a model, or when there 
is a need to imitate or simulate unknown 
fraud scenarios, the behavioural 
modelling tools can be very useful to 
data analysts and fraud experts. The 
toolkit allows configuration of parameters 
related to customer or fraudster 
behaviour, setting goals and restrictions 
in order to build ‘living rules’.

As fraud detection becomes more 
complex as a result of increasingly 
complex payments ecosystems and more 
data becomes available, the evolution 
towards machine learning  for fraud 
detection is a logical next step. Statistical 
and machine learning-based risk scoring 
improves throughput and scalability 
when analysing vast quantities of data.

This does not completely eliminate 
the need for human input, which is still 
required for investigations and spot 
checks. However, SmartVista fraud 
management can apply machine learning 
to analyse payment transactions in (near) 
real time. Once the machine is trained to 
identify suspicious transactions (based on 
an extensive set of historical data) it can 
be used to analyse payment transactions 
across multiple axes. 

Bank customers are benchmarked 
against groups of similar clients and their 
activities can be profiled in the same way 
as merchants and channel interactions. 
In addition, environmental elements can 
be taken into account for fraud prediction. 
Finally, machine learning allows for the 
profiling of fraudster behaviour and the 
creation of real time fraud predictions.

Machine learning for scoring
Machine learning models for scoring are 
fully managed by the end user. Using 
a selected dataset, which is prepared 
using a filtered set of historical data 
over a specific time interval, machine 
learning models can be built through 
the user interface by selecting the 
applicable algorithm and method. Users 
can create their own datasets and use 
them to build a new machine learning 

Future-proof fraud management



Fraud management key features

01. Sophisticated fraud detection  
 and prevention based on data  
 from multiple sources, including  
 switches, e-commerce, digital  
 banking, instant payments,  
 account payments and other  
 online transaction processing  
 systems.
02. Machine learning  models for  
 scoring are fully managed by end  
 users. Models can be built via user  
 interface for the selected type of  
 algorithm and a user can create  
 their own dataset and use it to  
 build a new machine learning  
 model with no vendor   
 involvement required. 
03. Powerful rules-based engine that  
 uses historical checks, matrices,  
 limits and behaviour profiling. 
04. Fuzzy matching algorithms can  
 be used in rules, helping identify  
 algorithms for non-identical  
 duplicates. Configurations can  
 be done by specifying fuzzy  
 matching options in a rule check,  
 choosing the algorithm for  
 matching and parameters  
 for matching.
05. Link analysis for specified objects  
 (such as customers, cards,  
 merchants, e-mails, accounts). 

06. Capable of collecting and   
 analysing transactional data in  
 order to build profiles that reflect  
 the normal behaviour of entities.
07. Supporting online (real time)  
 prevention, near online and  
 offline fraud detection. 
08. Multi-institution capability,  
 allowing individual organisations  
 to manage and maintain their  
 own set of fraud rules. 
09. Omnichannel fraud management. 
10. Rich case management tools,  
 including adding documents  
 to cases. Suspicious or fraudulent  
 transactions can be opened  
 by authorised system users  
 for investigation, and to   
 classify cases.
11. Alerting and reporting capabilities  
 that can be configured to run  
 at scheduled intervals, supporting  
 multiple channels. 
12. Notifications via WhatsApp,  
 e-mail or SMS
13. Up to 2,000 transactions   
 per second. 
14. Customisable user interface 



Why SmartVista?

Comprehensive and sophisticated 
SmartVista fraud management uses 
a sophisticated rules-based engine, 
behavioural profiling and machine 
learning models to rapidly isolate 
suspicious transactions in real time, 
enabling you to prevent fraud from 
affecting your customers. The solution 
can receive data in different modes – 
online, near-online and offline. Imports 
can originate from multiple sources, 
including customer, card and merchant 
data as well as chargeback data. By 
reassuring customers of payment 
security, SmartVista fraud management 
not only prevents fraud losses: it also 
protects future fee and interest income 
in an easy to use, intuitive and 
adaptable solution. 

Monitoring all transactions 
and channels 
SmartVista fraud management monitors 
100% of transactions across all channels, 
including ATM, POS devices, kiosks, 
digital banking, instant payments, mobile 
and e-commerce. As it works seamlessly 
with third party payment products and 
as part of a wider SmartVista installation, 
the solution can be used in conjunction 
with other fraud prevention and risk 
management measures.

Flexible and customisable 
Fraudsters are constantly testing new 
approaches and when they find one that 
works, they strike fast. SmartVista fraud 
management can be quickly and easily 
tailored in order to combat these tactics. 

High availability and performance 
The SmartVista fraud management 
solution uses parallel programming 
techniques and a clustered architecture 
where servers are utilised efficiently, 
promoting vertical and horizontal 
scalability. 

Analytical node for profiling 
Multiple application nodes can be 
configured, which means one can be 
used for online transaction processing 
and scoring, and another for profile 
calculation and offline data processing. 
The machine learning service for building 
models is also separated from online 
transaction processing nodes.

Rapid deployment, rapid return 
Deployable as a stand-alone module or 
as part of a larger project, SmartVista 
fraud management can be installed 
extremely quickly, accelerating the return 
on your investment.
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Get started with SmartVista 
fraud management

Want to find out more?

Banking Payments eCommerce

Great projects start with great ideas. Our team co-creates 
concepts with partners and can discuss the various proof of 
concept options available. We have teams available in Europe, 
the Middle East, Africa, APAC and Latin America.

Request a free discovery workshop from BPC 
Banking Technologies and one of our experts 
will be in touch to book your 1-2-1 workshop.
bpcbt.com | info@bpcbt.com


