
J A M E S  S T A N B R I D G E  A N D  M A T T H E W  B A I N

2 0 2 2

O M N I I N D E X  W H I T E  P A P E R



0 1

Making Sure Privacy Works
For Us, Not Against Us.

This is an OmniIndex White Paper by James
Stanbridge and Matthew Bain.  It  asks and answers
one of the key questions in data today:

How can private information be kept securely
private and be available at the same time?

OmniIndex’s real-world applications of
Homomorphic Encryption
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Introduction
T h i s  p a p e r  p r o p o s e s  t h r e e  e s s e n t i a l  t r u t h s  o f  d a t a  o r
i n f o r m a t i o n .  T h e  p u r p o s e  o f  t h e s e  t r u t h s  i s  t o  b o t h  p r o t e c t
u s ,  a n d  t o  a i d  u s  i f  a n d  w h e n  t h e  n e e d  a r i s e s .  T h e s e  t r u t h s
a r e :

My information and information about me is mine and can only be
used solely for the purposes declared in the rights granted to
others.

F i r s t  T r u t h

If such a need arises, my relevant information and the relevant
information about me should be available and usable immediately.

S e c o n d  T r u t h

The truths expressed in 1 and 2 should never be in conflict or
caused to be contrary to each other.

T h i r d  T r u t h
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These truths are inspired by established Western philosophies
wherein notions of ownership are conferred on private cit izens to
respect both their privacy and the security of private or personal
data/information.  Societies that refuse or are unwil l ing to protect
individuals '  information are regarded as less free or in other ways
regressive.  Where society suspects that individual r ights are being
eroded, there is turmoil  and dissent and so directives such as the
European Union's GDPR are accepted legal protections for cit izens
across large populations of the World.  

However,  how can private information be kept securely private and
be available at the same time? Indeed, this is  a problem that
frequently enables hackers to exploit  situations by using 'social
engineering' .  For example by presenting themselves as needing
immediate access to private data in order to tr ick you into
authorising access to information that is private and should remain
secure.  This happens because when we are in a scary situation
where our data could and should help us,  we are more l ikely to
lower or remove our protections to al low others to access this
information.  Similarly,  i t  is  a problem that means areas such as
healthcare are having to l imit  what can be done with their data to
ensure it  remains private and secure.  This means that potential
insights and pools of knowledge are not being generated and
uti l ised causing both patients and providers al ike to miss out.  

This paper outl ines how OmniIndex’s innovative work with
homomorphic encryption enables this seemingly impossible third
essential  truth to actually work in a practical sett ing.  OmniIndex
are one of only three entit ies in the world to receive patents in this
space and are the only one to have developed commercial
products that combine privacy,  security and common availabil i ty .  

Our intent with this paper is to show that these three truths of data
are not just an idealist ic future,  but something that can be actioned
today.  The f irst  section introduces our work with homomorphic
encryption before then moving to look at i ts application in a
blockchain in the second section.  It  wi l l  go into the technical
details and offer use cases that are available today using our
platforms and technology previews.  
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1:  OmniIndex and
Homomorphic Encryption

Encryption  is  the process of encoding information.  This process
converts the original representation of the information, known as
plaintext,  into an alternative form known as ciphertext .  Ideally,
only authorized parties can decipher a ciphertext back to
plaintext and access the original information.  This is  the industry
standard method of protecting data and it  ensures that the data
can only be understood by someone authorised to do so.  While
this is  the established practice and it  has its merits,  i t  is  f lawed if
you want to share or apply modern analytic techniques such as
artif icial  intel l igence or machine learning.  

To begin, it is important to outline what the difference is between the encryption
being used today, and homomorphic encryption. 

Homomorphic encryption ,  meanwhile,  is  a form of encryption that
permits users to perform computations on their encrypted data
without f irst  decrypting it .  

F r o m  a  c u s t o m e r  o r  e n d  u s e r  p o i n t  o f  v i e w ,  t h i s  i s  t h e  c r i t i c a l
d i f f e r e n c e  a n d  t h e  b i g  i s s u e  i n  e n c r y p t i o n  t o d a y :  t h e  a b i l i t y  t o
u s e  t h e  e n c r y p t e d  d a t a .  

O w i n g  t o  t h e i r  p a t e n t e d  a p p l i c a t i o n s  o f  h o m o m o r p h i c
e n c r y p t i o n ,  O m n i I n d e x  c a n  g u a r a n t e e  t h e  p r e s e r v a t i o n  o f  a n
i n d i v i d u a l ' s  p r i v a c y  w i t h  t h e i r  d a t a  a n d  i n f o r m a t i o n  l e f t  i n  a n
e n c r y p t e d  f o r m  t h r o u g h o u t  u s e .  J u s t  a s  i m p o r t a n t l y ,  t h e  r e s u l t
s e t ,  t h e  o u t p u t  f r o m  O m n i I n d e x ,  i s  a n  i d e n t i c a l  o u t p u t  t o  t h a t
w h i c h  c o u l d  b e  p r o d u c e d  h a d  t h e  o p e r a t i o n s  b e e n  p e r f o r m e d
o n  t h e  u n e n c r y p t e d  d a t a  w i t h o u t  e v e r  b r e a k i n g  t h e  o r i g i n a l
e n c r y p t i o n .  

I n  s h o r t ,  O m n i I n d e x  e n a b l e s  a l l  t h e  a d v a n t a g e s  o f
p o w e r f u l  d a t a  a n a l y t i c s  w h i l e  m a i n t a i n i n g  t h e  s e c u r i t y
a n d  p r i v a c y  o f  t h e  e n c r y p t e d  d a t a  a t  a l l  t i m e s .

https://en.wikipedia.org/wiki/Code
https://en.wikipedia.org/wiki/Plaintext
https://en.wikipedia.org/wiki/Ciphertext
https://en.wikipedia.org/wiki/Encryption
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A s  a  p o p u l a r  e x a m p l e ,  a l m o s t  e v e r y o n e  w i l l  k n o w  t h a t  W h a t s A p p
n o w  u s e s  ' E n d  t o  E n d  E n c r y p t i o n '  i n  i t s  m e s s a g i n g  s e r v i c e s .  T h i s
m e a n s  t h a t  o n l y  t h e  s e n d e r  a n d  r e c e i v e r  o f  t h e  m e s s a g e  c a n
u n d e r s t a n d  w h a t  w a s  s a i d .  T h e r e f o r e ,  i f  y o u  t r y  t o  h a c k  a
W h a t s A p p  m e s s a g e  s t r e a m ,  y o u  w i l l  n o t  b e  a b l e  t o  u n d e r s t a n d
a n y  o f  t h e  p a r t i c i p a n t ’ s  p r i v a t e  c o n v e r s a t i o n .

W h i l e  t h i s  p r i v a c y  i s  c r u c i a l ,  t h e  w a y  i t  w o r k s  m e a n s  t h a t  i t  i s
i m p o s s i b l e  t o  r u n  p o t e n t i a l l y  u s e f u l  a n a l y t i c s  o n  t h o s e
m e s s a g e s .  T h i s  i s  b e c a u s e  t o  d o  s o  y o u  w o u l d  n e e d  t o  r e m o v e
t h e  e n c r y p t i o n  a n d  t h u s  r e m o v e  t h e  p r i v a c y  a n d  i n t e g r i t y  o f
t h o s e  s e n t  m e s s a g e s .  W i t h  h o m o m o r p h i c  e n c r y p t i o n ,  O m n i I n d e x
m a k e s  t h i s  p o s s i b l e .  

A  p r a c t i c a l  a p p l i c a t i o n  o f  t h i s  c a n  b e  f o u n d  i n  h e a l t h c a r e .  T h i s
i s  b e c a u s e  i t  i s  a  s p a c e  w h e r e  p e o p l e ' s  p r i v a t e  d a t a  c a n  b e
c r u c i a l  i n  a  n u m b e r  o f  s c e n a r i o s  w h i l e  n e e d i n g  t o  r e m a i n
p r o t e c t e d  a n d  p r i v a t e .  F o r  e x a m p l e ,  a  D o c t o r  o r  S u r g e o n  c a n
u s e  O m n i I n d e x  t o  p e r f o r m  a n a l y s i s  o f  p a t i e n t  i n f o r m a t i o n  o r
r e v i e w  i t  w i t h  p e e r s  o r  c o l l e a g u e s  w i t h o u t  e v e r  b r e a k i n g  p a t i e n t
c o n f i d e n t i a l i t y .  T h i s  i s  b e c a u s e  O m n i I n d e x  e n s u r e s  t h e  p r i v a t e
d a t a  r e m a i n s  e n c r y p t e d  a n d  c a n n o t  b e  a c c e s s e d  w h i l e  s t i l l
g a i n i n g  a l l  t h e  a d v a n t a g e s  o f  2 1 s t  c e n t u r y  A r t i f i c i a l
I n t e l l i g e n c e ,  M a c h i n e  L e a r n i n g  a n d  D a t a  A n a l y t i c s .  

T h i s  m e a n s  t h a t  b y  u s i n g  O m n i I n d e x ,  o w n e r s  a n d  o p e r a t o r s  o f
m e d i c a l  f a c i l i t i e s  c a n  n o w  s a f e l y  u s e  p a t i e n t  d a t a  t o  i m p r o v e
o u t c o m e s  f o r  t h e i r  p a t i e n t s ,  b o o s t  t h e  e f f i c i e n c y  o f  s e r v i c e
p r o v i s i o n  a n d  s e r v e  t h e i r  p a t i e n t s  b e t t e r  -  a l l  w h i l e  m a i n t a i n i n g
c o m p l e t e  p a t i e n t  c o n f i d e n t i a l i t y .
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It sounds so simple! 

F u r t h e r m o r e ,  O m n i I n d e x ' s  h o m o m o r p h i c  e n c r y p t i o n  i s  u s e d  f o r
p r i v a c y - p r e s e r v i n g  o u t s o u r c e d  s t o r a g e  a n d  c o m p u t a t i o n .  T h i s
e x t e n d s  t h e  c a p a b i l i t i e s  d e s c r i b e d  a b o v e  a n d  a l l o w s  d a t a  t o  b e
e n c r y p t e d  a n d  o u t - s o u r c e d  t o  c o m m e r c i a l  c l o u d  e n v i r o n m e n t s
f o r  p r o c e s s i n g  w h i l e  r e m a i n i n g  e n c r y p t e d .

T h i s  h a s  a  n u m b e r  o f  i m p o r t a n t  r e a l - w o r l d  b e n e f i t s  f o r  s e n s i t i v e
d a t a ,  i n c l u d i n g  h e a l t h c a r e  i n f o r m a t i o n .  T h e s e  i n c l u d e :

H o w e v e r ,  w i t h o u t  h o m o m o r p h i c  e n c r y p t i o n  t h e o r y  a n d
O m n i I n d e x ' s  p a t e n t e d  t e c h n o l o g y ,  t h i s  h a s  b e e n
i m p o s s i b l e  u n t i l  n o w .

E n a b l i n g  n e w  s e r v i c e s  b y  r e m o v i n g  t h e  p r i v a c y  b a r r i e r s
i n h i b i t i n g  d a t a  s h a r i n g  b y  r e t a i n i n g  t h e  i n t e g r i t y  o f  t h e  d a t a ' s
s e c u r i t y  a n d  p r i v a c y .  F o r  e x a m p l e  t h e  s e c u r e  u s e  o f  P r e d i c t i v e
a n a l y t i c s  s e r v i c e  p r o v i d e r s .  T h e s e  h a v e  b e e n  h a r d  t o  a p p l y  i n
h e a l t h c a r e  v i a  a  t h i r d  p a r t y  s e r v i c e  p r o v i d e r  p r e v i o u s l y  d u e  t o
m e d i c a l  d a t a  p r i v a c y  c o n c e r n s .  H o w e v e r ,  w i t h  O m n i I n d e x  t h e s e
p r i v a c y  c o n c e r n s  a r e  d i m i n i s h e d  b e c a u s e  p r o v i d e r s  c a n
o p e r a t e  o n  e n c r y p t e d  d a t a  i n s t e a d .

I n c r e a s i n g  t h e  s e c u r i t y  o f  e x i s t i n g  s e r v i c e s .  T h i s  s e c u r i t y  c o m e s
f r o m  t h e  f a c t  t h a t  e v e n  i f  a  s e r v i c e  p r o v i d e r ' s  s y s t e m  i s
c o m p r o m i s e d ,  t h e  d a t a  w o u l d  r e m a i n  s e c u r e  a s  i t  i s  a l w a y s
e n c r y p t e d  r e g a r d l e s s  o f  t h e  p r o c e s s e s  r u n n i n g  o n  i t .

https://en.wikipedia.org/wiki/Cloud_storage
https://en.wikipedia.org/wiki/Cloud_computing
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Searchable Encryption
I s  a t  t h e  h e a r t  o f  a l l  O m n i I n d e x  p r o d u c t s

T h i s  t e c h n o l o g y  i s  c a l l e d  S e a r c h a b l e  s y m m e t r i c  e n c r y p t i o n
( S S E )  a n d  i t  a l l o w s  a  c u s t o m e r  t o  s h a r e  t h e  s t o r a g e  o f  i t s
p r i v a t e ,  f i r e w a l l e d  d a t a  t o  a  t h i r d  p a r t y  o u t s i d e  t h e  f i r e w a l l  i n  a
p r i v a t e  m a n n e r .  W h i l e  j u s t  s h a r i n g  t h e  d a t a  w o u l d  b e  u s e l e s s ,
O m n i I n d e x ' s  p r o d u c t s  a r e  u n i q u e  a s  t h e y  m a i n t a i n  t h e  a b i l i t y  t o
s e l e c t i v e l y  s e a r c h  t h e  e n c r y p t e d  i n f o r m a t i o n .  

T h e  p r i v a c y  m o d e l  i s :  

1 :  U s e r s  e n c r y p t  t h e i r  f i l e s  l o c a l l y .

2 :  O m n i I n d e x  i s  g i v e n  a c c e s s  t o  t h e m  e n c r y p t e d .

3 :  O m n i I n d e x  ( h o m o m o r p h i c ,  s e a r c h a b l e  s y m m e t r i c  e n c r y p t i o n )
e x p o s e s  s e l e c t i v e  d a t a  o b j e c t s .

4 :  W h e n e v e r  u s e r s  w i s h  t o  a c c e s s  t h e i r  f i l e s  f o r  w h a t e v e r
p u r p o s e  i n c l u d i n g  A r t i f i c i a l  I n t e l l i g e n c e ,  M a c h i n e  L e a r n i n g  a n d
D a t a  A n a l y t i c s ,  t h e y  c a n  s e a r c h  d i r e c t l y  o v e r  t h e  e n c r y p t e d
d a t a  f o r  s p e c i f i c  k e y w o r d s .

C r u c i a l l y ,  t h r o u g h o u t  s t e p s  1  -  4  O m n i I n d e x  d o e s  n o t  h a v e
a c c e s s  t o  t h e  e n c r y p t i o n  k e y  a n d  c a n n o t  l e a r n  a n y t h i n g  a b o u t
t h e  p r i v a t e  u s e r s '  d a t a .
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T o  b e g i n ,  i t  i s  i m p o r t a n t  t o  i n t r o d u c e  t h e  b l o c k c h a i n  i n  i t s
c u r r e n t  m o s t  u s e d  i t e r a t i o n  b e f o r e  l o o k i n g  a t  t h e  O m n i I n d e x
b l o c k c h a i n .  

C o m m o n l y  d e s c r i b e d  b y  t e c h n o l o g i s t s  a s  a  d i s t r i b u t e d  l e d g e r ,  a
b l o c k c h a i n  i s  b l o c k s  o f  i n f o r m a t i o n  c h a i n e d  t o g e t h e r  i n  a
l o c k e d ,  u n c h a n g e a b l e  ( i m m u t a b l e )  f a s h i o n  t h a t  f o r m s  a  ' l e d g e r '
o r  r e c o r d  o f  a c c o u n t  t h a t  m a y  b e  r e l i a b l y  u s e d  b y  a n y o n e  b o t h
t o  v e r i f y  t h e  d e t a i l s  o f  a  r e c o r d  a n d  t o  s t o r e  t h e  i n f o r m a t i o n  o f
t h a t  r e c o r d  f o r  u s e .  T h e  r e c o r d  c a n  b e  o f  a n y t h i n g  y o u  w i s h .
E i t h e r  a s  m u n d a n e  a s  t h e  r e c o r d  o f  a  l o c k  b e i n g  o p e n e d  o r
c l o s e d  ( w h e n  y o u  o p e n  y o u r  c a r  d o o r  f o r  e x a m p l e ) ,  o r  a s
c o m p l i c a t e d  a s  a  m e d i c a l  p r o c e d u r e  o r  e v e n  a n  i m a g e  o f  a
s c a n  o f  y o u r  a n k l e .  T h e  v a l u e  o f  t h e  b l o c k c h a i n  i s  b o t h  i t s
a c c e s s i b i l i t y ,  i t  c a n  b e  s t o r e d  o r  r e t r i e v e d  a n y w h e r e  b y  a n y o n e ,
a n d  i n  i t s  r e l i a b i l i t y  m e a n i n g  t h a t  e v e n  t h o u g h  i t  e x i s t s  i n
m u l t i p l e  c o p i e s ,  t h o s e  c o p i e s  a r e  a l w a y s  a n d  f o r e v e r  i d e n t i c a l  -
m e a n i n g  t h e y  c a n  n e v e r  b e  e d i t e d  o r  c h a n g e d  i n t e n t i o n a l l y  o r
b y  m i s t a k e .

F u r t h e r m o r e ,  t h e  m e t h o d  o f  d i s t r i b u t i o n  i s  k n o w n  a s  ' p e e r - t o -
p e e r '  w h i c h  m e a n s  t h e r e  i s  n o  c e n t r a l  o r  s i n g l e  s e r v e r  t h a t
h o l d s  t h e  b l o c k s  a n d  t h e  c h a i n ,  b u t  r a t h e r  i t  i s  s h a r e d  a n d
s t o r e d  b y  a n y o n e .  T h i s  m e a n s  t h a t  i f  y o u  w a n t e d  t o  a t t a c k ,
d e s t r o y  o r  t a k e  r a n s o m  a n y  o f  t h e  d a t a ,  t h e r e  i s  n o  s i n g l e  s t o r e
f o r  t h a t  a t t a c k ,  a n d  t h e  o t h e r  h o l d e r s  o f  t h e  i n f o r m a t i o n  c a n
r e s h a r e  u n t i l  t h e  c h a i n  i s  c o m p l e t e  a g a i n .
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2: OmniIndex Blockchain
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OmniIndex have added to these already impressive characteristics
the abil i ty to search within,  up,  and down the chain of blocks.
Furthermore, while maintaining al l  the advantages of the
blockchain,  OmniIndex uniquely adds analytic data including
content context  and content sentiment .  This information is a
valuable addition to anyone holding the chain,  along with
organization’s private information  and  individual’s private
information .  

These additions mean a number of things are possible with the
OmniIndex blockchain that are not possible elsewhere.  These
include:

1 :  Organizations are able to baseline and compare their analytics
with al l  other organizations while knowing their anonymity is
completely secure.

2:  Individuals are able to do exactly the same.

3:  Highly sensit ive and confidential  information can also be stored
in the same chain,  with access only given to the authorised
recipient,  where such permission is part of the immutable ledger.  It
can never be altered, accessed, corrupted or compromised.
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L i k e  O m n i I n d e x ’ s  h o m o m o r p h i c  e n c r y p t i o n ,  t h e s e  i n n o v a t i o n s
h a v e  s i g n i f i c a n t  r e a l - w o r l d  a p p l i c a t i o n s .  F o r  e x a m p l e ,  l e t ' s
i m a g i n e  w e  h a v e  b r o u g h t  t o  m a r k e t  a  d e v i c e  t h a t  m e a s u r e s
b l o o d - p r e s s u r e .  T h e  d e v i c e  w o u l d  b e  a b l e  t o  c a p t u r e  t h o s e
r e a d i n g s  a u t o m a t i c a l l y ,  w i t h  a  t i m e - s t a m p  o f  t h e  r e a d i n g  a s  i t
i s  t a k e n .

T h e  b l o c k  o f  i n f o r m a t i o n  w e  w o u l d  w a n t  t o  s t o r e  w o u l d  i n c l u d e :

P a t i e n t  i d e n t i t y  [ p r i v a t e ]
G P  i d e n t i t y  [ p r i v a t e ]

T i m e - s t a m p  o f  t h e  r e a d i n g  [ p u b l i c ]
B l o o d  p r e s s u r e  ( s y s t o l i c )  [ p u b l i c ]

B l o o d  p r e s s u r e  ( d i a s t o l i c )  [ p u b l i c ]
P u l s e  r a t e  [ p u b l i c ]

F o r  t h i s  e x a m p l e ,  w e  d e c i d e  t h a t  p a t i e n t  a n d  G P  i d e n t i t y  a r e
p r i v a t e  a n d  c o n f i d e n t i a l ,  b u t  s o  l o n g  a s  t h e y  a r e  a n o n y m o u s
t h e  t i m e  a n d  r e a d i n g s  a r e  p u b l i c l y  a v a i l a b l e .  ( W e  c o u l d  c h a n g e
o u r  m i n d  a b o u t  t h i s ,  b u t  f o r  t h e  p u r p o s e  o f  t h i s  h y p o t h e t i c a l
e x a m p l e  w e  m a d e  t h e s e  c h o i c e s ) .  U s i n g  t h e  O m n i I n d e x
b l o c k c h a i n  ( t m )  a n d  t h e  O m n i I n d e x  h o m o m o r p h i c  i n d e x  ( t m ) ,
w e  c a n  s t o r e  a  n e w  b l o c k  e a c h  t i m e  o u r  d e v i c e  i s  u s e d  a n d  g a i n
i n s i g h t s  i n t o  t h e  i n f o r m a t i o n  w e  h a v e  c o l l e c t e d  w h i l e  p r o t e c t i n g
o u r  c u s t o m e r s ’  a n d  t h e i r  h e a l t h - p r o v i d e r s '  p r i v a c y .



1 2

This is how it  would work:  

1 :  Using their private encryption keys,  patients can view their ful l
data sets and view analytics over t ime etc.

2:  Using their access to the public chain,  individuals can baseline
and compare their results with other cohorts or the general
population.  This would include reviewing if  similar patients were
getting better or more effective treatments as well  as where.

3:  Using their private encryption key,  patients can choose who has
access to their private records.  This makes it  easy and secure to
switch between providers at wi l l .

4:  Using their private encryption keys,  Health Practit ioners (GPs) can
view their patients as a cohort and baseline or compare their
results with other practit ioners.  This enables them to identify the
factors that increased or reduced the effectiveness of interventions
and remedies.

5:  Using their private encryption keys and rights granted by a
patient,  Health Practit ioners (GPs) can review with a patient the
details of their results and treatments.

6:  Using their access to the public chain,  Healthcare Practit ioners
(GPs) can baseline and compare their results with other cohorts or
the general population.  This would include reviewing if  similar
patients were getting better or more effective treatments,  including
where this is  happening at a competitor or across group practices
etc.

This example demonstration has only the simplest information in the
block.  However,  imagine adding more dimensions such as age,
ethnicity,  rel igion, location and the wealth as well .  When we start
adding more information to this secure and confidential  resource,
we can begin to see the real-l i fe applications possible in regards to
the benefits for both the patients and the healthcare providers
alike.  Al l  while protecting the desired confidential  information.  
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OmniIndex Technical
Appendix

Block  Posit ion

Previous  Block  Hash

Time  Stamp

Current  Block  Hash

Analytic  Data

Sentiment

Context

Hardware  Use

Procedure  Data

Homomorphic  Full-Text  Content  Search

Patient  Data

Clinic

Clinician

Homomorphic  Full-Text  Content  Search

Patient  Data

Clinic

Clinician

Standard  Data

DICOM  Image  Analytics

Organization  Available  Data

Patient  Available  Data

Blockchain  wide  256  AES  Encryption

Key  used  for  creation  of  hashes

Organization  has  their  own  256  AES

encryption  key

Customer  has  assigned

Username /Password  pair  that  creates

256  AES  encryption  Key

Organization  & Customer  data  is

encrypted  using  a  homomorphic

encryption  algorithm .

Each  node  is  separate  to  i ts  peers .

On  inception ,  a  node  has  to  be  told  of

one  other  node  in  the  chain .  It  will  call

this  node  and  download  a  ‘Node  Map ’ .

It  uses  this  map  to  keep  sight  of  other

nodes  within  the  peer  network .

Once  i t  has  the  map ,  i t  will  create  a

copy  of  the  chain  from  one  of  these

nodes .

Technical  Encryption

1 .

2 .

3 .

4 .

Node  Allocation

1 .

2 .

3 .

Node  Update

When  a  node  has  a  new  block  added ,  i t  will  call  out  to  up  to  10  randomly  selected  nodes  from

the  Node  Map  and  inform  them  of  the  update .  Each  of  these  nodes  will  update  their  chain

and  make  a  similar  call  to  10  randomly  selected  nodes .  In  doing  so  the  chain  will  be  updated

without  placing  a  large  bandwidth  call  on  any  single  node ’s  network .

Node  Searching

Searching  of  a  blockchain  can  be  highly  problematic ,  slow  and  very  memory  ineff icient .

OmniIndex  has  overcome  this .  Our  search  enables  Analytics  output  as  well  as  ful l-text

searching  of  your  own  private  data ,  without  compromising  the  privacy  of  that  data .  

W H A T  T H E  O M N I I N D E X  D I C O M  A N A L Y T I C S  B L O C K C H A I N  H O L D S :
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Conclusion
This paper proposed three essential  truths of data or information.
The purpose of these truths is to both protect us,  and to aid us if  and
when the need arises.  These truths are:  

1 :  My information and information about me is mine and can only be
used solely for the purposes declared in the rights granted to
others.

2 :  If  such a need arises,  my relevant information and the relevant
information about me should be available and usable immediately.
 
3 :  The truths expressed in 1  and 2 should never be in confl ict  or
caused to be contrary to each other.

This white paper has shown that with OmniIndex al l  three essential
truths of data are attainable.  This is  because OmniIndex uti l ises
homomorphic encryption theory and patented technology to enable
all  the advantages of powerful  data analytics while maintaining the
security and privacy of the encrypted data at al l  t imes.  

Crucial ly,  this white paper focussed on the technical details and use
cases that are available today using our platforms and technology
previews.  As such, the three truths of data are not just an idealist ic
future,  but something that can be actioned today.

If  you would l ike to discuss this paper or OmniIndex’s technology
further,  please contact us with the information below. We can also
supply a simpler print fr iendly version of the white paper if  required.  

sibain@omniindex. io  1  (650) 268-4699

mailto:sibain@omniindex.io

