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Many forays into cybersecurity begin with someone we do not 
recognize:



Someone in a 
hooded 
sweatshirt plans 
to ruin your day.

Are you secure?





Hooded sweatshirt person 
influences us to invest in 
cybersecurity.

-Brian Krebs, probably.

“I think they should fear me more.  Panera does.  Ask them.”



Dale Layne
Superintendent
Jerome School District
• So far, "they haven't been able to give specific 

answers about what information has been affected," 
Layne said, but it's very similar to other cases 
they've seen across the nation. "We're trying to find 
out how (the cybercriminals) got in.”

• "It sounds like they — whoever they are — do try to 
go after municipalities like schools and hospitals," he 
said, because they don't tend to have a large IT staff.



So what?
• One threat in 2018 was leveraged by multiple 
attackers against multiple entities with one thing in 
common:  centralized contact with its customer base

• The attack was via 3rd party contact center services 
and each attacked entity leveraged different solutions

• Millions of customers impacted:  Each impacted 
entity moved away from the 3rd party provider

• 6 months between POC announcement and attack

B2B Impact:  Who are you offering services to?
If you open your customer to a breach, will they renew your contracted services?



And so…it begins…



You Need Security?  Let’s Go 
Shopping!
• Network Detection Security &  Awareness
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You Need Security?  Let’s Go 
Shopping!
• Network Detection Security &  Awareness

• Log Management & User/Entity Based 
Analytics

• Endpoint Detection/Reverse Proxy 
Technology



Did you want SIEM with that?



You only know what 
you know.
Reports that say that something hasn't 
happened are always interesting to me, 
because as we know, there are known 
knowns; there are things we know we 
know. We also know there are known 
unknowns; that is to say we know there 
are some things we do not know. But 
there are also unknown unknowns – the 
ones we don't know we don't know. And if 
one looks throughout the history of our 
country and other free countries, it is the 
latter category that tend to be the difficult 
ones.



What can you really 
see?

• A solid answer to everything is not 
necessary. Blurry concepts influence one to 
focus, but postulated clarity influences 
arrogance.

• - Christopher James Gilbert



The Blind Men

• Development

• Security 

• (InfoSec | Cyber Security)

• Operations

• Audit 

• (Internal | External)

• Compliance

• General Public



HUMAN
EXPERTISE

WAF rules expert

Scanning expert

Network security expert

Correlation rules expert

Log analyst expert

Expert knowledge of criminal 
underground

Security analysts

Network ops experts, 
system admins

SECURITY
CONTENT

Whitelists, blacklists

CVE coverage

Signatures, rules

Taxonomy, correlation rules

Log parsers and correlation rules 

Emerging threats,
zero days, malware

Incident information

Availability and 
performance metrics

REQUIRED 
TECHNOLOGY

Web application firewall (WAF)

Vulnerability management

Intrusion detection/ protection

Threat analytics platform

Log management

Databases, information 
management, malware

Analysis tools

Middleware, APIs, and 
monitoring tools

Building a Security Operations Center—The Components

DESIRED 
CAPABILITIES

Protect web apps

Identify network threats

Uncover incidents of 
compromise in logs

Discover advanced multi-
vector attacks

Find vulnerabilities

Threat intel and
security content

24x7 monitoring
and analysis

Availability and performance 
monitoring



Most tool-only detection efforts fail due to alert fatigue

1 - Poneman 2 – CSO 3 – Mandiant 4 

- Computerworld UK

146 days
Average time to 

detect a breach3

81%
Breaches discovered by media, 

law or fraud monitor4
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SUSPICIOUS

Rigid rules fed with disparate data 3.5M
Unfilled security 

positions by 20212

More Advanced

Attacks

More Apps &

Vulnerabilities

“Implementing SIEM solutions continues to be fraught with difficulties, with failed and stalled deployments common as well as

solutions not meeting goals a year or more afterward.”  Gartner

4%
Alerts staff have 

time to investigate1

81%
Alerts deemed 

unreliable1

http://www.ponemon.org/local/upload/file/Damballa Malware Containment FINAL 3.pdf
http://www.csoonline.com/article/3200024/security/cybersecurity-labor-crunch-to-hit-35-million-unfilled-jobs-by-2021.html
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/Infographic-mtrends2016.pdf
http://www.computerworlduk.com/news/security/most-data-breaches-still-discovered-by-third-parties-3615783


Why does it 
matter?
Nobody can do all of this on 
their own.



“Security is all of our jobs now. It’s
no longer just the security team. If
you’re doing continuous integration
and continuous development, you
have to make sure everyone [in the
team] is a security engineer,” he
said.

Werner Hans Vogels
Chief Technical Officer, Amazon Web Services
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“Maybe in the past you could have a
three-month [software] development
cycle, [and] have a review afterwards
by security team engineers, but
that’s no longer the case.”

-Werner Hans Vogels
Chief Technical Officer, Amazon Web Services
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Broad Use Cases
For

A Common Goal
Be Impervious to attack.



Not 
prevention, 

but,

Not capable of being harmed



How can we be impervious to attack?

Engineer for both failure and the response to failure.



Embrace Chaos
Avoid the fallacies of complacency 

“Why is there a fear of chaos when it’s inevitable?”



How can we be impervious to attack?

Engineer for both 
failure and the 
response to failure

1

Include everyone in 
the effort to be 
secure

2

Assume nothing, 
question everything

3



We can show you how.

Our experienced and talented team of highly certified 
security operations center engineers and solution 
architects work together to help your company use the 
resources you have to their fullest potential and keep 
them secure.



Thank you.


