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Many forays into cybersecurity begin with someone we do not
recoqnize:




SOMEDNE in 3
hooded

sweatshirt plans
to ruin your day.

Are you secure?




C | @ Secure | https;//delivery.panerabread.com]
{"accounts": "uzernamz” : | "name""' L " cardiumbep™  EE e
{"usernams": hotmall com" "name™ ' "cardNumber™ ;" ¥
{"username": msn.com”, "name”:"F B", "car Humber ’******””?921"},
{"usernames": [@yahoo.com™, "name" : "C dl‘-lumber‘":"*****””*?lai
{"usernams":" |
{"usernams": aol.com™,"name™:

rdMumbep" ; "FFEEEEEEIE]
{"username":" "
"
"cardNumber™ ; " FF %

"cardiumber” ; TEEEEEEES)
£l .
yahoo.com™, "name” ;
{"usernams": s name’
, cardiumbep™; TEsssEEEEgIEE"
{"username"”:" "o
optonline.net name":'

{"username":’ name™: , 'cardMumbep" MFEFEEEESEE

» cardlumbep™  MEEEEEEEEG]1 231 [Musername’: "ar ', "nams":"

, cardlumber®; "FEEFEEEESIE54" 1] T

"cardilumbepr™ "EREEEEREg4720
{"usernams": names
" "cardiumber™:"*
usernams":
{ 1] " " 1
hotmail.com", "name™:" cardiumber™; "¥E=s®EEEE4938" ), {"username"
', cardNumber”; tEEEEsRRsgas 1Y I ysername "k  — nEme

, "cardiumber™: " ¥
301 com”,"name" ", cardNumber™ ;" EEEE
{"username":
hotmail.com™ "name":
"uzernane” : P— name"' "cardMumber™ "EEREE=EETE;
, "cardlumber®  EEFEEEE=R] 30" L {"username "’ " vt
» cardlumber™; "EEEFERE=A182" 1, {"username" ;' sn.com” i "

02 Panerabread.com Leaks Millions of Customer
Records

Panerabread.com, the Web site for the American chain of bakery-cafe fast casual
restaurants by the same name, leaked millions of customer records — including names,
email and physical addresses, birthdays and the last four digits of the customer’s credit card
number — for at least eight months before it was yanked offline earlier today,
KrebsOnSecurity has learned.

From: Mike Gustavison <Mike Gustavison{@panerabread com>

Date: Wed, Aug 9, 2017 at 11:02 AM
To: Dylan Houlihan <dyla

Yes sir...
Thank you for the information we are working on a resolution.

Mike

From: Dylan Houlihan [mailto:ﬂ',rla_n=

Sent: Monday, August 07, 2017 5:47 PM



ooded sweatshirt person
influences us to invest in
cybersecurity.

“| think they should fear me more. Panera does. Ask them.”

-Brian Krebs, probably.




Dale Layne
Superintendent
Jerome School District

So far, 'they haven't been.able to give specific
answers about what information hasbeen affected,"
Layne said, but it's very similarto other cases
they've seen across the nation. "We're trying to find
out how (the cybercriminals) got in.”

* "It sounds like they — whoever they are — do try to
go after municipalities like schools and hospitals," he
said, because they don't tend to have a large IT staff.




BZ8 Impact: Who are you offering services to?

If you open your customer to a breach, will they renew your contracted services?

D K S@é&?lrs

kmart

o [ne threat in 2018 was leveraged by multiple o b months between POC announcement and attack
attackers against multiple entities with one thing in
common: centralized contact with its customer base

o The attack was via 3" party contact center services
and each attacked entity leveraged different solutions

o Millions of customers impacted: Each impacted
entity moved away from the 3" party provider




And so...it begins...
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You Need Security? Let's bo Crnone
Shopping!

* Network Detection Security & Awareness
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You Need Security?
Let’'s Go Shopping!

* Network Detection Security &
Awareness

* Log Management & User/Entity Based
Analytics
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You Need Security? Let's bo f;zscalef

Shopping!

* Network Detection Security & Awareness

* Log Management & User/Entity Based
Analytics

* Endpoint Detection/Reverse Proxy
Technology

CARBON
BLACK
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An HP Company

Did you want SIEM with that?




You only know what
you know.

Reports that say that something hasn't
happened are always interesting to me,
because as we know, there are known
knowns; there are things we know we
know. We also know there are known
unknowns; that is to say we know there
are some things we do not know. But
there are also unknown unknowns — the
ones we don't know we don't know. And if
one looks throughout the history of our
country and other free countries, it is the
latter category that tend to be the difficult
ones.




What can you really
see?

* Asolid answer to everything is not
necessary. Blurry concepts influence one to
focus, but postulated clarity influences
arrogance.

e - Christopher James Gilbert




The Blind Men

e Development

* Security
* (InfoSec | Cyber Security)

* Operations

e Audit
e (Internal | External)

* Compliance

* General Public




Building a Security Operations Center—The Components

DESIRED
CAPABILITIES

REQUIRED
TECHNOLOGY

SECURITY
CONTENT

HUMAN
EXPERTISE

Protect web apps

|dentify network threats

Uncover incidents of
compromise in logs

Discover advanced multi-
vector attacks

Find vulnerabilities

Threat intel and
security content

24x7 monitoring
and analysis

Availability and performance

monitoring

Web application firewall (WAF)

Intrusion detection/ protection

Log management

Threat analytics platform

Vulnerability management

Databases, information
management, malware

Analysis tools

Middleware, APls, and
monitoring tools

Whitelists, blacklists

Signatures, rules

Log parsers and correlation rules

Taxonomy, correlation rules

CVE coverage

Emerging threats,
zero days, malware

Incident information

Availability and
performance metrics

WAF rules expert

Network security expert

Log analyst expert

Correlation rules expert

Scanning expert

Expert knowledge of criminal
underground

Security analysts

Network ops experts,
system admins



Most tool-only detection efforts fail due to alert fatigue

More Advanced

Attacks

146 days
81% Average time to
A% Alertg deemed detect a breach?
unreliablel!

Alerts staff have
time to investigate?!

81%
Breaches discovered by media,
law or fraud monitor*

SUSPICIOUS

Rigid rules fed with disparate data 3.5M

Unfilled security
positions by 20212

KNOWN GOOD

More Apps &

1-P 2-CSO 3-Mandiant 4
oneman Mandiant Vulnerabilities

- Computerworld UK

“Implementing SIEM solutions continues to be fraught with difficulties, with failed and stalled deployments common as well as
solutions not meeting goals a year or more afterward.” Gartner


http://www.ponemon.org/local/upload/file/Damballa Malware Containment FINAL 3.pdf
http://www.csoonline.com/article/3200024/security/cybersecurity-labor-crunch-to-hit-35-million-unfilled-jobs-by-2021.html
https://www.fireeye.com/content/dam/fireeye-www/global/en/current-threats/pdfs/Infographic-mtrends2016.pdf
http://www.computerworlduk.com/news/security/most-data-breaches-still-discovered-by-third-parties-3615783

Protect and validate administrative accounts on desktops, laptops, and
servers to prevent two common types of attack: (1) enticing users to open
a malicious e-mail, attachment, or file, or to visit a malicious website; and
(2) cracking an administrative password and thereby gaining access to a
target machine. Use robust passwords that follow Federal Desktop Core
Configuation (FDCC) standards.

121

13. P Boundary Defense

2 G uUiaulnioniecu Juitwdaic

|
Identify vulnerable or malicious software to mitigate or oot out attacks

| 3.1 Devise a list of autharized software for each type of system, and deploy

{ taals to track software installed including type, version, and patches) and
monitor for unautherized or unnecessary software

Secure Configurations for
3. Hardware & Software on Laptops

Control the flow of traffic through network borders, and police
content by looking for attacks and evidence of compromised
13.1 machines: Establish multilayered boundary defenses by relying on
** firewalls, proxies, demilitarized zone (DMZ) perimeter networks,
and other network-based tools. Filter inbound and outbound
traffic, including through business partner networks (“extranets”).

Maintenance, Monitoring,
14. & Analysis of Security
Audit Logs

Use detailed logs to identify and uncover the details of an attack,
including the location, malicious software deployed, and activity
on victim machines: Generate standardized logs for each
hardware device and the software installed on it, including date,
time stamp, source addresses, destination addresses, and other
information about each packet and/or transaction. Store logs on
dedicated servers, and run biweekly reports to identify and
document anomalies.

Controlled Access Based

12 on the Need to Know

Prevent attackers from gaining access to highly sensitive
data:Carefully identify and separate critical data from
information that is readily available to internal network users.
Establish a multilevel data classification scheme based on the
impact of any data exposure, and ensure that only
authenticated users have access to non-public data and files.

15.1

Why does it
matter?

Nobody can do all of this on
their own.

Access Monitoring
16- P & Control

Keep attackers from impersonating legitimate users: Review all
system accounts and disable any that are not associated with a
business process and owner. Immediately revoke system access
for terminated employees or contractors. Disable dormant
accounts and encrypt and isolate any files associated with such
accounts. Use robust passwords that conform to FDCC
standards.

16.

12 P Data Loss Prevention

Stop unauthorized transfer of sensitive data
through network attacks and physical theft:
Scrutinize the movement of data across network

17.1 boundaries, both electronically and physically, to
minimize the exposure to attackers. Monitor
people, processes, and systems, using a

Incident Response
Management

18. P

5

Protect the organization's reputation, as well as its
information: Develop an incident response plan
with clearly delineated roles and responsibilities
for quickly discovering an attack and then
effectively containing the damage, eradicating the
attacker's presence, and restoring the integrity of
the network and systems.

18.

-

Workstations, and Servers

[ Prevent attackers from exploiting services and settings that allow easy
access through networks and browsers: Build a secure image that is used

for all new systems deployed to the enterprise, host these standard

images on secure storage servers, reqularly validate and update these

| configurations, and track system images in a configuration management

\ system.

Assessment & Remediation

A P Continuous Vulnerability

Proactively identify and repair software vulnerabilities
| reported by security researchers or vendors: Regularly run
4.1 automated vulnerability scanning tools against all systems
and quickly remediate any vulnerabilities, with critical
\ problems fixed within 48 hours.

5 > Malware Defenses

Block malicious code from tampering with system
settings or contents, capturing sensitive data, or
spreading: Use i-virus and anti-spy
software to continuously monitor and protect
workstations, servers, and mobile devices. Automatically
update such anti-malware tools on all machines on a
daily basis. Prevent network devices from using auto-run
programs to access removable media

5.1

20 Critical Security
Controls

°]

6 Application Software
2 Security

b-b:

\ i ilities in d and other application
software: Carefully test internally developed and third-party

‘ 6.1 2pplication software for security flaws, including coding errors

and malware. Deploy web application firewalls that inspect all
traffic, and explicitly check for errors in all user input (including
\ by size and data type).
P Wireless Devices
“ " Control
Protect the security perimeter against unauthorized wireless
access: Allow wireless devices to connect to the network only if
they match an authorized configuration and security profile and
7.1 have a documented owner and defined business need. Ensure that
all wireless access points are manageable using enterprise
management tools. Configure scanning tools to detect wireless
| access points.
P Data Recovery
8. R
Capability

| Minimize the damage from an attack: Implement a trustworthy
plan for removing all traces of an attack. Automatically back up
all information required to fully restore each system, including
the operating system, application software, and data. Back up all
systems at least weekly; back up sensitive systems more often.
\ Regularly test the restoration process.

| 81

Security Skills Assessment

9. " & Appropriate Training to Fill Gaps

Secure Network =

19. |

Engineering

Find knowledge gaps, and fill them with exercises and

Keep poor network design from enabling
artackers-Use a robust secure network

training: Develop a security skills assessment program,

9.1 map training against the skills required for each job,
and use the results to allocate resources effectively to
improve security practices.



& “Security is all of our jobs now. It’s

no longer just the security team. If
' you’re doing continuous Iintegratifsn
and continuous developmen,

leam]
Sald.
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“Maybe In the past you could have a
three-month [software] development
cycle, [and] have a review aftepwaigs
Py security team engineeng
that’s no longer the case.”

eb Services



ymmon Gec

Be rvious to at



Not
prevention,

but,

Not capable of being harmed

JOIN MWU | GAMES | BROWSE THESAURUS | WORD OF THE DAY | VIDEC | WORDS AT P

Merriam-| BSNCHERME | pervious
Webster

DICTIONARY THESAURUS

1mperv1ous

adjective | im-per-vi-ous \()im-'par-vé-as\

Popularity: Top 20% of words | Updated on: 3 Dec 2017

4 TRENDING Now: noel Dballistic net neutrality surrogacy gentrification, gentrify SEeALL

Examples: IMPERVIOUS in a Sentence s Editor's Note: Did You Know?

Definition of IMPERVIOUS

1 a:notallowing entrance or passage : IMPENETRABLE « a coat impervious to rain
b : not capable of being damaged or harmed « a carpet impervious to rough treatment

2 :notcapable of being affected or disturbed « impervious to criticism

—imperviously adverb

—imperviousness noun



As a result of the cyberattack, "we've learned a few things," Layne said.
"We're doing a better job with preparing.”

How can we be impervious to attack?

Engineer for both failure and the response to failure.



AWS re:Invent 2017: Performing Chaos at Netflix Scale (DEV334)

THE “IT DOESN'T APPLY TO MLE”

Embrace Chaos

Avoid the fallacies of complacency

“Why is there a fear of chaos when it’s inevitable?”

rinvent aws

AWS

rellnvent \aWS,,



How can we be impervious to attack?

Engineer for both Include everyone in Assume nothing,
failure and the the effort to be qguestion everything
response to failure secure




We can show you how.

Our experienced and talented team of highly certified
security operations center engineers and solution
architects work together to help your company use the
resources you have to their and keep
them

ALERT LOGIC’




Thank you.



